IPPs 2, 7 and 9 control the use and
disclosure of personal information.

General limits on use and
disclosure

Under IPP 2, use and disclosure is limited to
the primary purpose for collection unless —

e itis required or authorised by law;
o the person consents;

e it is related to the primary purpose (or
directly related, for sensitive
information) and the person would
reasonably expect the wuse or
disclosure;

e it is necessary for research or statistical
analysis;

e it is necessary for some law
enforcement purposes, or to protect
health and safety.

This limit applies to use and disclosure within
the organisation as well as disclosure outside
the organisation. Personal information
collected by one business unit of an
organisation for a particular purpose is not
automatically available for all functions of the
organisation.

In each case, an organisation must judge
whether use or disclosure for the particular
secondary purpose is allowed by the person
or otherwise under the Act.

Primary purpose for collection

The primary purpose for collection is the
reason why the information was collected.

For information collected after 1 July 2003,
this should have been identified in the
process of confirming that collection was
necessary for the functions or activities of the
organisation, and notifying the person of the
purpose for collection.
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Information that can help in establishing
the primary purpose may include —

o the particular law or policy under
which the information was collected;

¢ information that was provided to the
person about the reason for
collection.

The primary purpose should not be
described too broadly. For example,
describing the primary purpose as
collection  for  the purpose  of
“administering the functions of the
agency” or for the purpose of
administering a particular Act, are likely to
be too broad.

It appears that it is possible for there to
have been more than one primary
purpose for collection of information.

When is something required
or authorised by law?

An organisation can use or disclose
personal information if it is required or
authorised by law.

Something will be required by law when
there is a specific provision that places a
duty on the organisation or staff member
to use or disclose the information, or the
law requires action to be taken which
cannot be taken without the information
being used or disclosed in that way.

A finding that use or disclosure is required
by law is not likely to be based on a
general description of a function in an Act.
It will usually be linked to a specific
requirement for use or disclosure in a law
or a specific requirement that
necessitates use or disclosure.

Use or disclosure will be authorised by
law when it is allowed or permitted by the
law even if it is not required



Brivacy=Uselandidisclosure

Again, a finding that use or disclosure is
authorised by law is not likely to be based
on a general description of a function in an
Act. It will usually be linked to a specific
authorisation for use or disclosure.

What is required for consent
from the person?

Consent by the person should be relied on
when the organisation is satisfied that the
consent is informed and voluntary.

Consent can be expressly given by the
person or it can be implied from the
circumstances. If it is reasonable and
practicable, it is preferable to obtain
express consent.

Use or disclosure for a related
purpose

Use or disclosure for a secondary purpose
is allowed if—

e itis related to the primary purpose for
collection (or directly related, for
sensitive information); and

o the person would reasonably expect
the organisation to use or disclose it
for the secondary purpose.

For this exception to apply, there should be
a relatively close relationship between the
primary purpose and the secondary
purpose. A remote or tenuous relationship
would not be sufficient.

For sensitive information, the requirement
that the secondary purpose be directly
related requires a substantially closer
relationship.

The test for reasonable expectation is an
objective one based on the circumstances
of the case. The test does not involve
deciding on the particular expectations of
an individual. But it is open to argument
that the particular circumstances of the
class of people involved may be relevant.

When is disclosure necessary for
research or statistics?

When information is collected for research
and, due to the nature of the information being
of interest for research projects in later years,
disclosure may be justified if it is in the public
interest and if the following criteria are met:

¢ the information is not published in a form
that will identify an individual,

e it is impracticable for the individual’s
consent to be obtained; and

e there is a reasonable belief that the
recipient will not disclose the information.

For health information, there is the following
additional criterion:

e the disclosure has to be in accordance
with  guidelines issued by the
Commissioner.

The additional criterion for health information
ensures that relevant bodies, such as human
research ethics committees, are consulted
before any health information is disclosed for
research, or the compilation or analysis of
statistics.

Whether research or statistical analysis is in
the public interest requires the organisation to
consider the value to the public in obtaining
the research, and balancing this against any
negative impacts it may have, including any
potential privacy risks.

When is information disclosed to
protect a child from harm or
exploitation?

This exception refers to the definitions of the
Care and Protection of Children Act which
outlines harm as any significant detrimental
effect caused by any act, omission or
circumstance on the physical, psychological or
emotional wellbeing or development of the
child. Note that the threat of harm must be
serious or imminent.
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Law enforcement and health
and safety exceptions

IPP 2 recognises that there are cases in
which the interests of health, safety and
security can justify use or disclosure.
They relate to:

e serious and imminent threats to life,
health or safety;

e serious threats to public health or
public safety;

e investigation and reporting of
suspected unlawful activity;

e use or disclosure that is reasonably
necessary for specific functions of a
law enforcement agency;

e certified requests for information
from ASIO or ASIS.

Section 70 of the Information Act also
allows non-compliance with the IPPs by
law enforcement agencies if it is
necessary for specified functions.

Limits on unique identifiers

A ‘unique identifier is a code that is
assigned by a public sector organisation
to identify a person for the purposes of
the operations of the organisation. It
includes things like a driver's licence
number.

IPP 7 is designed to address concerns
about people being reduced to a number
in the system, and concerns about
collection and  cross-checking  of
information about an individual from
different sources. It limits when an
organisation can —

e assign a unique identifier,

e adopt a unique identifier that has
been  assigned by  another
organisation,

e use or disclose a unique identifier
assigned by another organisation;
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e require an individual to provide a
unique identifier.

An organisation can only assign a unique
identifier to a person if it is necessary to
enable the organisation to perform its
functions efficiently

An organisation can adopt a unique
identifier that has been assigned by another
organisation if:

e it is necessary to enable the
organisation to perform its functions
efficiently;

o the person consents; or

e it is an outsourcing organisation
adopting an identifier created by a
contract service provider in the
performance of its obligations to the
organisation under a service contract.

An organisation can use or disclose a
unique identifier assigned by another
organisation if:

e itis required or authorised by law;
o the person consents;

e it is necessary to enable the
organisation to fulfil its obligations to
the organisation that assigned the
unique identifier;

e the use or disclosure is allowed in IPP
2 under the exceptions dealing with

e serious and imminent threats to life,
health or safety

e serious threats to public health or
public safety

e investigation and reporting of
suspected unlawful activity

e use or disclosure that is reasonably
necessary for specific functions of a
law enforcement agency.



IPP 7 does not spell out the relationship
between the ‘adoption’ restriction and the

‘use or disclosure’ restriction. It appears
that IPP 7.2 and 7.3 operate independently
so that, even in a case where a unique
identifier has been lawfully adopted by an
organisation, its use or disclosure by the
adopting organisation is only allowed in the
situations set out in IPP 7.3.

If that is the correct interpretation, use or
disclosure of the adopted identifier would
not be justified on the grounds that it is
necessary to enable the organisation to
perform its functions efficiently. Something
more would be required, whether that be
authorisation by a law, consent by the
person, or another exception in IPP 7.3.

Limits on transfer outside the
Territory

Under IPP 9, an organisation cannot
transfer personal information outside the
Territory unless one of the following
exceptions applies.

e Required or authorised by a law of
the Territory or the Commonwealth.

¢ Person consents.
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¢ Recipient bound by privacy principles

¢ Organisation reasonably believes the
person receiving the information is
subject to a law or legally binding
arrangement to  comply  with
principles substantially similar to the
NT IPPs; or

¢ Organisation has taken reasonable
steps to ensure that the information
will not be held, used or disclosed in
a way inconsistent with the NT IPPs.

e Contracts with the person or that
benefit the person

e Necessary for performance of a
contract between the organisation
and the person or for pre-contractual
measures taken in response to the
person’s request; or

e Necessary for performance or
completion of a contract between the
organisation and a third party, the
performance or completion of which
benefits the person.

e For benefit of the person, it is
impracticable to obtain their consent and
it is likely that they would consent.
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